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’‘'3UP Honor 'r. a3acrt:i.on that t'.lmoat all cipher telegrams 
'•.."•■1 '^a deci.phprefi Is untenable. If the matter were so easy, 

;.he Jarman ''adlo soctlonu would probably not fall to decipher 
cna Russian, English and 2h*anch radiograms which they Intercept, 
'••o 'knowledge the German radio sections have only succeeded 
la par dally deciphering tne Italian radiograms; this may be 
e)cplal'?d by the fact that they h^d material supplied by the 
trlon-Hungarlen army to "siorve as basis. Without such an 
aid, the declphexnaent of unsystematic ciphers Is out of the 
r;u5F lion. That the General Staff Is at present not In a 
position to decipher Russian cllplcmatlc cipher despatches, is 
best shown by the fact that Major Nicolai recently requested 
that x:e turn over our Russl.ui cipher material end the Communica- 
tions f’fflcer In the General Staff of the Field Army recently 
repeated this request. 

In the case of ciphers of the Foreign Office a distinction 
must be made between antiquated and new ciphers. Of the former 
L'a<:re are usually one or two copies In each lalsslon for the 
transmission of unimportant reports or Identical messages, or - 
slnse these aro already C(xnprcmis3d - for sending out misleading 
Information. Zn radio ccmmunication with Spain, for Instance, 
several bogus telegrams have been sent In a cipher known to 
our enemies. That the decipherment of such radiograms causes 
ro dlfilculty Is clear. It Is different with telegrams enciph- 
ered In the unsystematic secret ciphers of the Foreign Office, 
especially vhen used with constancy changing keys. Declpher- 
ueut of these telegrams is simply impossj.ble even for the most 
cOever specialists. It can only result If the entire cipher 
is betrayed or essential parts ami keys come to the knowledge 
of a foreign government. Of course, there Is no absolute 
security against betrayal and the only aid Is the frequent 
c'lange of cipher and of keys, which Is abundantly provided for 
here. 

Curing the war the Foreign Office has had radio communica- 
tion chiefly with the embassies In Madrid and Washington and 
with the mission in Persia. The embassy in Madrid has Inde- 
pencertly and constantly safeguarded Its ciphers by the most 
Intricate systems. Hcvever, since the cipher Itself could 
not be chaziged during the var. It Is conceivable, though 
highly Improbable, that radiograms to Madrid could In part be 
deciphered, alvax'S assuming that the literal key employed was 
betrayed. 

/ 

For Persia too a secret key Is employed for important 
telegrams. The radiograms to Washington could be read by our 
enemies since they had to be enciphered with a cipher which 
Is In the hands of the American censors In Tuekerton and 
Ellveas. Perhaps the observations of the General Staff are 
based In the main on these telegrams. It would Interest me, 
hcvever, to be Informed of these observations In detail. 

In my conversation with Major Nicolai he requested the 
sending of a representative of the Foreign Office to a conference 
which should discuss an exchange of Information regarding 
cipher Zftaterlal of hostile states now In the hands of the 
Admiralty Staff, General Staff and Foreign Office. In this way 



TOP 



-S ECRET 



peclassified and approved for release by NSA on 01-02-2014 pursuant to E.O. 
13526 ■ 





REF ID:A696 



J — u — C. 



>J t*l I i ,l’l i 



the decipherment of foreign enciphered correspondence should 
re furthered so far as possible and at the same time our ovn 
ci^-her systei^i be benefltted. The representative of this 
f 1 f Ice did not give any assurance regarding the turning over 
cf ised Geiman ciphers cf the Foreign Office for the purpose 
E.entioned by Your Koncr fjid, therefore, could not take back 
thtiX ftssuranee. Instead, the Comiuunlcations Officer, Capt. 
Grabau, vas Informed thai, Ic woiild be veil to turn over to the 
Foreign Office the intercepT:ed radiograms betveen St. Peters- 
burg and Russian diplomatic missions abroad, since T-he Cipher 
jurenu - on the basis of the olde'» Russian cipher material at 
Its disposal and its long experience deciphering Russian cipher 
telegrams - might be in a p^sltloi to decipher them, whereas 
this vas simply impossible for the Genei‘al Staff. Your Honor 
■illl bring up this suggestion most emphatically with the 
?pprcprlate office. 

Our representative expressed himself in general terms 
at. t.he above mentioned conference respecting the cipher systems 
uf« d In the Foreign Office and i:he measures taken for their 
ceeurl.ty. Ihe Foreign Office Itself has the utmost Int'r.'est 
in safeguarding its telegraphic traffic. 

I will say further that in uae past year word came from 
Holland - word which has been ^8p^ated several times - that 
all German cipher telegrams were oeing read by especially 
clever enemy agents. Thereupon, 12 sample postal ciphers 
were given the representative supplying the Information, these 
he was supposed to be able to get into the hands of the agents 
and also to learn what results they had with decipherment. 

To date no report on this matter has been received. This shows 
the value of such reports.. 

I leave It to Your Honor to use the foregoing In friendly 
fa.-hlon In the proper quarter. I have not the slightest 
doubt of the loyalty of the Army Supreme Command in the 
question. 



Representative of the Foreign Office 
at Grand Headquarters Hr, I58, Secret. 

Creneral Headquarters, 25.III.I7. 

I bring to Your Honor’s attention the foregoing letter 
of the Secretary of State of the Foreign Office to me. Please 
treat as confidential. 



(Signed) Baron V. Lersner 
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:-u ..-o Chief of Field Telegraphy, 
of Field Teleghapiby 

G}!('?c Headquartere. RaeelTeds 7 Kay 1917 • 
ff.iTlcn IV Hr. 49414 Secret. 

Sent 1C Kay 1917 vlth a draft. 



10. May 1917 



tyn\.rs*‘ of Oeneral Staff of the Field Axnj 
ChlQi' of Field Telegraphy 
Seowl'jn IV Mr. 49414 Secret 

To T C Mr. 3119 Secret of 7 V 17 

Be: Secuplt; of the Codes of the Foreign Office. 

Jo thief of the General Staff of the Field Axny. 

X arree vlth the vlev of the Chief of the Admiralty i:^aff of 
:.he Bnvy The requested draft of a letter to the Forel^ 
f." encloaed. 



i enclosure. 



On behalf of the Chief of Field Telegraphy 
(signed) von Maseov. 



FEBAFT 

Throu^ a letter of the Admiralty Staff of the Mavy I am 
made aocualnted vlth the faot that four systems of secret 
coiti'tiil cation supplied by the Foreign Office during the course 
of the var have not proven adecuately secure. The Admiralty 
uU«*r7 forced t? order the ylthdraval of these 

fi'om all Naval offices (attacoes) equippea therevlth. 

The fast that tliese codes vera furnished to the Navy for 
ose durJ the var l<»ads to the conclusion that the codes of 
"..."crclgn Office are ecapoead on the same prlnclplos and 
• do not afford adeouate seourlty. 

In vlev of the eaCtraord^Jiary Importance vhleh the 
sectrlt)' of the codes of the Forelt;n Office has for the oollaotlve 
oi trie cation^ I cun not fall to suggest onoe again 
to four lixoolleney subjecting the codes used by the Foreign 
OiVl'se to an examination by expertb vho had no part In the 
production of those oodea. 

The art of deolphexuent has developed Idto a solenoe 
during the var. 

■ 

Under the Chief of Field Telegraphy there Is on offioe 
vhleh Is exclusively occupied vlth the decipherment of foreign 
syctems and vhleh hue succeeded In breaking nearly all field 
and naval syatems now In use as veil aa aeveral dlplosiatlo 
aystema. JIven unayatematlc ciphers vlth ehanglng reclpbeniant 
have been solved by this offioe without any aid frost othsr 
sources. 

I 7)Topo8a therefore ' that Tour Sxoelleney utilise the rich 
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' Ij” of the Admiralty StafT of the Havy 

II Berlin, lA April 1917. 



Very Secret. 

Perevent to ny letter D 2534 II of 22 March I have had the 
ro.'ee of the Foreign Office Hr. 2(0, 6o4, 2505jend 1505 vhldh 
\fi-e -turned over to the Vavj subjected to a brief examination. 
>>frsult of this examination vhlch la enclosed, has con- 
me that theae codes are not suitable to guaiwtae 
r/^»i;uate security over any oonsldorable period of time. I have 
i ."..'2 >e ordered their vlthdraval from all Haval Offices 
' i’, .iS wj)at present smelled therewith. 

Signod Signature 

Tc laperlal Privy Counsellor, Secretary of State of the 
f’c-r-elgn 01 floe, Mr. Ziesnrmann, Bxcellenoy, Berlin. 



0?i>/ of the Admiralty Staff Berlin, 14 April 1917. 

of the Havy . 

J 2*J''3 II. 

^ary Secret. 

To the Boysl Field Marshall Qenaral, Chief of the Qenertl 
Staff of the Field Aymy, Mr. von Beneclcendorff and von 
Hlndenburg, Excellency, Grand Eeadquarters. 

Enclosed I send Your Bacellenoy for your Inforauitlon a 
copy cf a letter to the Secretary of State of the Foreign 
Office. 

Even tho*3^ It Is Impossible to Judge here vbether the 
S’jcret means of conmuiileatlan used 1^ the Foreign Office 
?ii ip?eater security, the results of the Investigation 
o<* f 'ifv codes turned over to the Havy during the course of 
.ne rfsr fey its use - vh.'ch Uierefore were evidently regarded 
oT tuis Foreign Office aa aufflelently secure - make it 
ijiysratlve to use caution In transnlttlag secret isaterlal 
chTcugh the mediation of the Foreign Office. 

(Signed) von Holtsendorff 



Ihlof of the General Staff of the Grand Beadquartera 

Field Amy 7 May 1917. 

r G 5119 Secret 

Only by Officer. 

Thrcnga. tha letter of the Chief of the Admiralty Staff 
S0O& II of 14 IV It haa cone to mj attention that Individual 
secret codes of the Foreign Office are not absolutely secure. 

Should this bo true, I request, that a suitable draft of 
a letter to the Foreign Office be prepared for me. 

I enclose the material at hand for your confidential use. 



5 a.ielosxires 



By Order 
iMdendorff 
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' r;.-ei ierice of this office and have the codes In question 

by an officer of thia office. Details could be arranged 
% ' the Chief of Field Telegraphy 



of the Adsalralty Staff Berlin, 28 VII 1917 

of tlie navy 

5743 IX 

Very Secret. 

Ii> conrectlon vlth D 29&0 II of 1^ April (I beg to Inform 
;t\. } that for special reesona the telegraphic conmiunlcatlonB 
('!' inr Kcrelgn Office vlth the Imperial Bobasay In Madrid has 
hi-b.lected to a study of Its security. This Investigation 
lic .8 -.r&ied tlie previous opinion respecting the codes con- ■ 
on the noAol of 2305* Inasmuch as all enciphered 
could be deciphered In 14 days. Vlth respect to the 
i 3 -called Lctterle Cipher employed for more taqportant mattora, 
lnir? 3 tlgatloa shoved that this did Indeed Involve greater 
difficulty 1-1 solution but nevertheless would only assure 
ederi-.:a'>:e security If certain defects were eliminated and If 
£. M^^iber of codes were available for use at the sasie time. 

(Signed) voD Holtaendorff 



To the Koyal Prussian Field Marshal Oeneral, 
Chief of the General Staff of the Field Army 
Mr. von Beneelcendorff and Hindanburg, 
Esccellency, 



Grand Headquarters. 



B. Chief of Communl cations 
vlth request for opinion. 



by order 



('■}i>.ef of the Coimnunloatlons Service 
S*'?t’t 0 4 IV f Mr. 74284 Secret 



Grand Headquarters 1 VIII 17 . 



X agree vlth the view of the Admiralty Staff. Here too 
trafflo of the Foreign Office vlth Madrid Is intercepted and 
vor'iced on. One of the codes used between the "Minister of 
Foreign Affairs" 3erlln ahd Madrid was solved after l4 days, 
i'ne Chief of the CommunlcatloiM Service made personal report 
cf this to the Quartermaster General. Telegrams from this 
traffic are enclosed. 

A cheek of the codes of the Foreign Office for solubility 
by experts la considered absolutely essential, as already 
reported. 

Dy Lotterle Clxflier is understood a code in vhloh the 
groups are not arranged In alphabetical order but distributed 
'^.n random fashion after the manner of a lottery. 



r . . 



V. S. d Ch.,d.. M. 

JJ. Oh. d. O'. 
(Signed) vonj, Massov 
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Office Berlin, 11 August 1917> 

. 3 . 768 

j N-?, 18931 
1 l enclosures 

Very Secret. • 

I am returning to Your Excellency the telegrams enclosed 
\ l*:h your letter of 6th Inst. H. J. Hr. 21625 vlth the obedient 
T-«)rnrV- th&t tlxey did not originate vlth the Foreign Office but 
} roiq tho Ad»:lralty Staff, or vere destined for the latter, and 
tiitty ai>e enciphered vlth the Naval communications book and 
:;ie VlAval keys. Only the beginning of Tel. Nr. 26 of 2 March 
I i.ShMcit ni ia given In a* cipher of the Foreign Office and not 
-^.lotuhored. 

1 leave It your Judgment vhe'cher to Inform the Chief of 
cne Afolralty Staff of the foregoing 

Sc far as the decipherment by the' Admiralty Staff of the 
f ^ ?.ezaiTi8 cf the foreign Office enciphered after the model of 
ii.e antiquated code 2505 Is concerned. It may be remarked 
tbfir t.h5s vas only possible due to the exact knovledge of the 

Office cipher material available at the Admiralty Staff 
c.nd on the basis of actual decipherments of telegx;cuns supplied 
hare since sent for that department. Deolxdiemient of 
»-)ljgr.uns In tlza Lotterle Cipher lias not yet been undertaken 
by the Admiralty Staff hjre. 

The Foreign Office adheres, first and last, to the point 
of vlev that its nev Lotterle Ciphers, especially vhen reen- 
ciphered, can only be regarded as not absolutely secure If 
betrayal or careless use of the ciphers or of the enciphered 
c crrespondence occurs . 



(signed) Signature. 
To the First Quarteimastor General, 
General of Infantry, 

Nr. Ludendorff, Excellency, 
Grand Hea^uarters. 



Chief of the General Staff of the 14 VIII 17 

field Army 
I C Fr. 4291 Secret 
P. Chief of Commiuiloatlons 

Fefercr.ee your IV f Nr. 74264 secret vlth request for 
op.lnlon. 



by order and acting 
(Signed) von Bockelberg. 



TOE 



8 B C R B -g 




C'iJef of Oomnunleatlom Service 
fectWn IV f Hr, 742» 

14 VIII out 17 VIII 17 




It vaa aBBuned lie7*e that the traffic with the InBcrlptloa 
KlniPter of Foreign Affairs llBdricl'' and "Hinister of Forelgh 
/'jf'fiitj'B Berlin" vaa conducted hj the Foreign Office or at 
".eA^at enciphered there. . From the above oomnunlcation from 
th' F'lreign Office, as veil as from solution of another system 
Lit i-.iiiR traffic vhiCh has been skmI'? meanvhile (Political 

D.E.Ii. ) it appears that this is not the case. The 
ycp).oua, as jec unsolved systems from this traffic, among vhich 
of i.br Foreign Office must be found, are being vorked on 
* a 

■ 

;] enclosures. *V. S. d. Ch. D. N. 

d. Ch. d. G. 

(Signed) von Massov 



'‘-'.rnlgri Office Berlin, 17 August 1917 

9. ^*5 

J flr. 19041 

In reply to letter of 11 Nay of this year. 

X 0 Sr. 3119 Secret 
1 enclosure 

Vexj Secret Beprasentative of the Foreign 

Office in Grand BOadquarters 
Sr. 

thrones 19 VIII 17 
signed Baron von Leraner 

I'cur Excelleney'a aanunption that the ciphera aeeigned to 
Uie Navy vere considered by this office to be euffioiently 
so3-j^e, is correct. The Foreign Office etill takes the point 
of vlcv that the other oipbere too - eepeoially the Lotterie 
Ciphers- vith molphenDent aooording to nev prineiples, are 
absolutely seoure so long as there le no betrayal or oareleea 
ha*idllog of cipher material or enciphered Gorreepoodsnee. 

Too long a use of the code is, of oourae, likely to shake 
faith in the cods and ve have ^vaye taken care to change 
ced^s and keys frequently. I7nrortunately it has never been 
pcsslMa tc change the frequently ueed eodee in Madrid as ve 
frlicitld Jx.ve liked, diis to the var, hovever frequent change in 
c ni iphcncent hae been made. 

To the Btatements of the Admiralty Staff regarding da- 
r:t>>liei<mcot8 of telegrams of the Foreign Office to and from 
l-!ad'*id, 1 have stated my position in mr anevnr of 17th inst., 
a.xd have the honor to send Tour Bxcelleney a copy herevith. 

Csvy of Ch. B. 750 (Signed) von Kuehlmann 

To the First Quartexmaster General, 

General of Infantry, 

Hr. Ludendorff, Bxoellenoy. 
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. 750 
19543 
Seopet 



Berlin, 1? VIII 1917 



In rei'ly tn letter of 27th u‘t. 

D- 37«9 II 

With cho 1-itlmate aorvloe relatione which have always 
/u-.<iLA3d hetveen the Adulrelcy and the Foreign Office 

•'.'>! :er has never healtat-sd to place at the disposal of 
i.M Admiralty 3 raff Ita cipher sMiterlal* Just as the Admiralty 
-ir-'. -v-3 turned over its codes {Traffic and despatch hooks) 

>o Ire ^'orelgr- Office, la this way the Admiralty Staff gcined 
] -lojdht Into our cipher systems. Since the land line eommun- 
with Spain has been hlockel all telegrams of the 
Z Off 1 Sit Office to and from Spain have paeaed throu^ the war 
(ci--o>'al office of the Admiralty Siaff. Telegrams arriving 
y-r-iP^ i'rrn r-'edrldj vhlcli exe destined for the Admiralty Staff, 
hl-herto been passed or. to t>>a latter in clear without 
. oHn*'pe HO that both clplier text and plaintext were avall- 
• -:o,'*sthfiT*. even new keys have- been sent from Madrid in 
ccMie. Thua, the opportunity for deeiphexment was 

Onder like elreumstanoes other oodea eould be read 



In the telegram daclphermanta aubnltted the Lotterle 
wi;>-ieT waa not employed In a single caae. The Foreign Office 
tlorefcre sticks to the point ot view that its new Lotterle 
coder ere perfectly secure provided no poaalblllty of un- 
c'uthorlaed decipherment la given by betrayal or lack of 
cai'tlcm In their use. 

In judging the Madrid Clphere conaideratlon must be 
to the unavoidable clroiBiBtrnoe that they eould not be 
•)hiirine<£ du.?lng the war, otlierwloe the aerlea to which 2505 
baiLongs would have been replaced long alnoe by' the Lotterle 
Cipher. Aa stop-gap serve the varlatlona of the ciphera used 
hj these ebangaa are frequent and. In part, very 

^cr'vleenale. For instance the syatem of the Maval oodea with 
3 j Ldehle, frequently changing keya la used there. 

For the rest, we are working uxioeaslngly to attain the 
v.-L'ro8T possible security of our enciphered corresxiondence 
cy free, bent change of oodas and reolphexnonta . 

(Signed) Kuahlmann . 

•'■f rhr Chief of the Admiralty Staff of the Havy. 



v^. 3. 960 25 IX 17 Grand Haadquartera of Hla Majoaty, 
JAlef of ths ConmunleatlooB Servloa 25 IX 17. 

^setlon V Mr. 79141 

To the Chief of the General Staff of the Field Avny. 

Enclosed ore enciphered radlcgrama of a olreult Soentg- 
vuaterhauaen - Madrid vhlob have been solved by my evaluation 
center in Grand Headquarters. It appears to be a question of 
<■ secret traffic of the Foreign Office In Berlin with Its 
repreaentatlvea in Spain. 
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7^ 18 requested that one asoertaln whether tlie aolved 
r:- agree with the originals. 

)'.u~ ' ■'isures ' iSlgnea) Hesse 

U H. Aecretary of •>cate of •.he Foreign Office with a 
' )jesr. for prompt statement. 

( Signed ) Liidendor f f . 

0. Qhlef of Ccmmunlcationa Service 

FovelgiiL Cfflce informs that the Clidser Service of the 
I'ci-frlffi Office la being reorganlced. 

■Signed) von Bartenvarffer 6 Z. 



- lUo S.ictinn Oraiid Headquarscrs of His Najeaty 22 IX 19 <7 
^ rA. ) 

^53 

Sesalt of InveatlMtlon of Ci7ptograph'e Systems used In 
Badio Traffic between Berlin and Hadrld 

■ 

The verlous types of radiograms observed here In traffic 
iTi . egoj signed on the one hand by ZlBBwnsann« Kuehlmann, 
smn, fiussehe and on the other hand by Ratlbor, BassewitSt 
.HATfte bi^yond doubt belonging to the telegraphic ccmmunioatlona 
'/ne Foreign Office with the Usperlal Ambassador Prince 
•l.'ti.xoov In Iladrldf can be divided essentially Into two main 
'.>*oupa ; 



1. Teiegrama which have at the beginning the Indicator 
groups 27082« I8A70, 2189^.- 1777# 12444 with 4 and 5 

digit groups up to 3090^ am rare groups above 30900. 

2. CliOwr telegrams with the Indicator groups OO53. 

500>« 5300/0000, 4345, 1357. chiefly with 4 digit groppa. 

The Investigations were made on the basis of intercepted 
raalogreaa, l.e., with the sane means which • at the very 
least - would be available to an unauthorised, hostile da- 
olplxerer. 

The results are as followas 

To 1. Work on telelgrams with Indicator group 27082 

showed that; 

■ 

a. the telegrams are encoded but not enciphered. 

b. the code used la STStsiatle i the code gMups are 
composed of 2 end 3 place headllig ntnbers and 2 place column 
r^unbers. Groups with the sane heeding number lie near 
together In the alphabet. 

Since there la no doubt about the possibility of solving 
an unenclphered systematic code, and alnee furthenaore from 
a solved cljlier telegram the relationship of the systems 27082, 
2*1894, 1777, 12444 was evident, work was not carried further 
with these syatsaia. (Of. Radiograms read - Supnlsments 11 andlF). 
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'.'o 2. InTaatlgatlon of the tslagrame vitb Indicator 
' f •'■053« 0000s 4343t. 1357 yielded the f ollovlng reaulta : 

a, the telegrana encoded vlth a code and enolxdi- 

~ -^3 aeveral inethoda. In 0000 endidienBent la by alaqple 

r.f ib!«e 7 ;:sitiori of the AlglLa of the, groupa. In the other 
'.i~?egi£XB by adcltlon and aiibatltutlon aecordlng to frequently 

keys. (Bupplenent 1) 

Th«* dlfi^ovory of the types of enolphenMnt and thus the 
: • of all these ty^jea to one basic type was carried 

: u>- one operator In 3 '*«eka. 

b. L'he code thus dlaoovered la entirely 4. place; 
'*Lri:'M dt;ftb xnwfl.-r.ad co many groups la a blind. Ho 

-i:i!;-33i ifsa found In the acructure of the code. The code 
Ljrned out to oa the completely Irregular ao-ealld "Lotter- 
U-'hlffra". Contrary to the opinion of the FOrel^ Office 
‘T'ji-h "fidheres first and last to tbe view that the deolpher- 
•'{■iit of the Lcttex-leohlffre la alwolutely lopoaslble* tvo 
bcrkers were able in 4 vef^lce to reach the state of decipher- 
t shown in the appended telegrwis (Supplamenta 2 - 10). 

cording to oiv eaiMrlenoe with' other Lotterleohlffraa in 
cilploBiatle traffic (e.g.s Italian K. 19) It would bo xMoalble 
'...*1 a few weeks to carry the work to a XM>lnt where alnoat every 
-'.uleg.’wm eould be solved for ixractical purposea. 

Ih? xu*eoedlng inwvoa chat ays ten 0053s 0000. 4343s 1357 
oan be solved and la therefore oxien to cMtlolam. 

3iegardlng the appended aolutlona of measageB It nay be 
acid that I 

1. The 3 place groupa In the beading generally ahow 
nuBft}er and date of the message. These are enelitfier^ by a 
&'>>eclR?. table for nuabera anr. dates vhleh was solved here. 

il. It lies In the nature of a non-al])habetlo code 
'.?40tter~edhlffre) that the recovered values of olxiher groups 
do not always agree In word.Ing with the neadlngs In tbe 
original oodo and that words or rare oeourrenoe oan only be 
d 3 ciphered with limited oortalnty. 

I. V'. 

(signed) Stuetsel 
Lt. of the Reserve. 



